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The future of cybersecurity will be grounded in continuous monitoring
and increasing the level of our adversaries’ discomfort so they no longer
attack and remain persistent within our networks.

Executive Summary
This guide examines the key controls outlined by FedRAMP strategy for cloud service
providers (CSPs) to use once they have received a FedRAMP Provisional Authorization. It is
designed to assist agencies and CSPs in their journey with cloud computing and complying
with the DHS Concept of Operations (CONOPS). Lastly, the key features offered by Trend
Micro are mapped with the associated controls for the enablement of Continuous Diagnostics
and Mitigation.
In addition to assisting with cloud computing and compliance, this guide also provides details
of how Trend Micro solutions help to satisfy the requirements of the most recent version of the
NIST SP 800-53 standard and Continuous Monitoring requirements for CSPs and Federal
agencies.
Virtualized servers and cloud computing environments are being implemented throughout
government enterprises and their associated service providers. They face many of the same
security challenges as their physical counterparts and additionally have to contend with a
number of security concerns specific to the virtual environment such as: inter-VM traffic,
resource contention, blurring of system and network security boundaries, mixed trust levels,
security zoning, and separation of duties. It is also paramount to incorporate cloud security
conduits to combat the ever-changing threat landscape with a coordinated dynamic protection
model for all computing environments: physical, virtual and cloud. This pertains explicitly to
the building of private, hybrid or public cloud ecosystems.
In particular, organizations need to specifically protect their sensitive information assets in the
virtualized multi-tenant cloud environment where the physical storage locations are unknown
to them and distributed across the cloud.
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1. THREAT LANDSCAPE
As organizations continue to adopt mobile devices and a “Cloud First”/FedRAMP approach, we
must be aware of new and emerging risks and stay committed to finding new methods to better
protect our digital ecosystems. To tap into the power of web-based, mobile, virtualized
environments – and build stouter virtual castles in the sky – we must appreciate the evolution of
blended threats from the simple virus of yesteryear to the virulent malware and organized cyber
campaigns of 2012 and beyond.
The cyber kill chain dictates that we must also build dungeons within those castles. Rather than
endorsing security models that drive us to construct additional defenses and filters that have an
increasingly slim chance of stopping advanced threats, the focus within IT development and
security must shift to emphasize more aggressive and proactive self-assessment. In other words,
“offense can inform defense.” Continuous diagnostics and mitigation is the first step in addressing
the use of intelligent metrics to empower greater cyber-situational awareness within our
government agencies. It represents a significant bridge between military-type assessment
programs, civilian standards, and risk assessment paradigms.
The future of cybersecurity will be grounded in continuous monitoring and increasing the level of
our adversaries’ discomfort so they no longer attack and/or remain persistent within our
networks.
Trend Micro has developed a layered security platform that assists CSPs and agencies in
providing defense in depth and continuous monitoring of both traditional and virtual
infrastructure.
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2. R I S K B A S E D SITUATIONAL AWARENESS
Continuous monitoring began with a memo sent from the President’s Office of Management and
Budget to all heads of U.S. executive departments and agencies. For many, continuous
monitoring represented a leap forward in helping these organizations adopt the practices
necessary to begin gathering enterprise-level security metrics. The directive issued from the
highest levels of federal oversight has compelled organizations to aggressively ramp up their
security testing practices. Agencies and CSPs will begin to gain an advantage over growing
threats when they can effectively implement a risk-based security prioritization model.
Continuous monitoring is a risk management process facilitated by people and technology to
ensure overall ecosystem health, integrity and quality of service. According to NIST (National
Institute of Standards and Technology) continuous monitoring has many key tenets:
•

Promote near real-time risk management and ongoing information system authorization
through the implementation of robust continuous monitoring processes

•

Encourage the use of automation to provide senior leaders the necessary information to
make cost-effective, risk-based decisions with regard to the organizational information
systems supporting their core missions and business functions

•

Integrate information security into the enterprise architecture and system development
life cycle

•

Provide emphasis on the selection, implementation, assessment, and monitoring of
security controls, and the authorization of information systems

•

Link risk management processes at the information system level to risk management
processes at the organization level through a risk executive (function)

•

Establish responsibility and accountability for security controls deployed within
organizational information systems and inherited by those systems (i.e., common
controls)
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3. INTEGRATED CLOUD SECURITY MODEL
According to US-CERT, 2012, a cyber intrusion occurs every five minutes. Faced with sophisticated
cyber-attacks, the federal government is taking steps to ensure that all agencies and corresponding
CSPs employ security controls outlined by the Federal Risk and Authorization Management
(FedRAMP) Program. Trend Micro, USA is a US-based company uniquely qualified to help federal
agencies and CSPs manage and implement their risk-based security frameworks.
Information sharing is essential for continuous monitoring. Agencies and CSPs that leverage
continuous communication between technology assets and cutting edge threat research centers
and technologies gain valuable information that can prepare them for sophisticated and targeted
attacks. Closed-loop security intelligence between centralized threat intelligence ecosystems
and information assets allows agencies to effectively implement their risk-based security
model.
As the threat landscape evolves, inputs from key security events can be analyzed, probabilities of
concern ranked and action can be taken to address concerns. Response to these global risk
rankings is disseminated to agency and the CSP’s assets in a timely, targeted, prioritized, and
measured fashion. Armed with global risk rankings, the logical security profiles of the computing
environment are prepared to remediate and prevent future attacks against “zero hour”
vulnerabilities and comply with critical patch management within 72 hours.
As federal agencies are increasingly targeted by advanced persistent threats (APTs), the
inadequacy of traditional, signature-based defense strategies highlights the need for a new
approach to cyber security. To combat APTs, federal agencies need a threat intelligence solution
that detects and identifies evasive threats in real-time and provides the in-depth analysis and
actionable intelligence needed to prevent, discover, and contain attacks.

Visibility, insight, and control
In addition, the threat intelligence solution should provide a clear picture of the IT environment’s true
security posture, shorten the time to attack discovery, provide flexible reporting, configurable alerts,
and expedite containment and remediation with root cause analysis. Trend Micro’s three-level
detection scheme performs initial detection, simulation, and correlation. Cross-correlation uncovers
“low and slow” and other evasive activities by using detection and correlation engines aided by
global threat intelligence from Trend Micro™ Smart Protection Network™.
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Continuous Diagnostics and Mitigation Support for Cloud Service Providers
Meets
Deliverable

Control Name

Control ID

Description

Remote Control

AC-17(5)

CSPs must monitor for unauthorized remote
connections continuously and take appropriate actions
if unauthorized connections are discovered.



The Deep Security solution supports compliance
with this requirement through the use of the SSL
protocol for remote access.

Auditable Events

AU-2d

Certain events must be continuously monitored:
successful and unsuccessful account logon events,
account management events, object access, policy
change, privilege functions, process tracking, and
system events. For Web applications: all administrator
activity, authentication checks, authorization checks,
data deletions, data access, data changes, and
permission changes.



Deep Security satisfies this requirement as
demonstrated in the Common Criteria EAL 4 and 2
validations and documented in the Deep Security,
Audit Security Functional Requirements. Deep
Discovery is currently undergoing EAL certification.

Information System
Connections

CA-3c

CSPs must actively monitor information system
connections at all times.



The Deep Security Firewall solution supports CSP
compliance with this requirement and the
implementation of Deep Packet Inspection satisfies
flow control. The Deep Security solution is validated
to the Common Criteria EAL 4 level to provide the
assurance of methodical design, testing, and review.

CSPs must be able to detect new assets continuously
(with a 5 minute delay in detection).



The Deep Security solution supports CSP compliance
with this requirement through “instant on”
virtualization asset discovery as well as scheduled
block IP scans for all new assets.

Information System
Component Inventory

CM-8(3)a
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Applicable Trend Micro Solutions

Incident Reporting

Vulnerability Scanning

IR-6

CSPs should notify customer agencies, and the ISSO, of
new incidents as they are discovered. CSPs should fill
out Incident Report Forms as needed.



Vulnerability reporting is generated within Deep
Security Manager, along with alert generations, and
automated report creation and delivery. In addition,
Deep Security supports CSPs in satisfying this
requirement by providing, to an organization,
updates to vulnerability rules that shield known and
reported vulnerabilities. Rules that shield newly
discovered or reported vulnerabilities are
automatically delivered, often within hours, and can
be pushed out to thousands of servers and end-user
systems within minutes, without the need for
disruptive system restarts.

RA-5(2)

CSPs must update the list of vulnerabilities scanned
continuously, before each scan.



In addition to the organization carrying out
vulnerability scanning at a pre-determined period the
Deep Security solution provides active updates and
new rules and filters that protect against newly
discovered vulnerabilities, the updates are
automatically delivered to host machines.

AU-6a

CSPs must review and analyze information system audit
records for indications of inappropriate or unusual
activity.



Deep Security supports compliance with this
requirement through the audit event generation,
the audit review, and audit reporting capabilities. It
also allows CSPs to configure the type of audit
event, should there be a change in risk to the
system, and enables the use of privileged access to
the audit records and the permitted actions
assigned to specific roles within the audit system.

Weekly
Audit Review, Analysis, &
Reporting
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Monthly
Vulnerability Scanning

RA-5d

CSPs should mitigate all discovered high-risk
vulnerabilities within 30 days. CSPs should send their
ISSO updated artifacts every 30 days to show evidence
that outstanding high-risk vulnerabilities have been
mitigated.

Vulnerability Scanning

RA-5a

CSPs must scan operating systems/infrastructure
monthly. All scan reports must be sent to the ISSO.

Flaw Remediation

SI-2(2)

CSPs should use an automated mechanism to look for
system flaws at least once a month.







In addition to the organization carrying out
vulnerability scanning at a pre-determined period, the
Deep Security solution provides active updates and
new rules and filters that protect against newly
discovered vulnerabilities (hours/days), the updates
are automatically delivered to host machines.

The Deep Security solution supports and provides
statistical and trending information on vulnerabilities
at various levels, including raw network packet data,
malware and anti-virus signature file updates, and
effectiveness. This information can be used to
determine the efficiency of the mechanisms in place
to counter threats.
Deep Security performs real-time, scheduled, and
on-demand scans for file-based viruses based upon
known signatures.
TrendLabs' carries out all virus research and case
analysis for Trend Micro and its customers. It
designs and tests virus pattern files and refines the
scan engine to keep Trend Micro technology up to
date and effective against the latest threats. During
virus outbreaks, TrendLabs implements strict "Red
Alert" escalation procedures to notify users and
produce cures as quickly as possible. Trend Micro's
virus doctors usually develop an initial "fix" for a
major new virus in 45 minutes or less, which can be
distributed through the active updates mechanism.
TrendLabs also educates users about security
threats and promotes safe computing by compiling
virus definitions and other useful information on
the company's web site.
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Software & Information
Integrity

SI-7(1)

CSPs must perform integrity scans monthly.



The Deep Security solution supports the integrity
verification of software and information through
the Integrity Monitoring functionality. Integrity
Monitoring monitors critical system objects such as
files, folders, registry entries, processes, services,
and listening ports and will detect any changes that
happen to critical system objects. Baselines are
created when the integrity rule is assigned. The
baseline snapshot is stored in the DSA or the DSVA,
in the virtualized environment, as a SQLLite3 DB file
using hashes, which is uploaded to the DSM.
Baselines consist of a combination of the following
object attributes; Created, Last Modified, Last
Accessed, Permissions, Owner, Group, Size, Hash
(SHA1, SHA256, MD5), Flags, SymLinkPath, Inode
Number, Device Number, Blocks Allocated.
Triggers are used to compare the monitored system
object and its baseline. The triggers can be Manual;
Real-time On-change, and Pseudo real-time.
The Manual or On-demand trigger is an
administrator initiated comparison triggered from
the DSM console. The On-change trigger uses the
ReadDirectoryChanges function in the Windows API
to alert an administrator that a modification to a
security critical object being monitored has taken
place. The Pseudo real-time-change is carried out
by constant scans of the host machine for changes
to the security critical objects being monitored. An
algorithm is used to determine the appropriate
scanning interval based on how long it takes to scan
all systems areas. This prevents scans
overwhelming the host machine.
Rules can be developed by the administrator to
monitor the Service Attributes such as: Permissions,
Owner, Group, BinaryPathName, Description,
State, StartType, LogOnAs, FirstFailure,
SecondFailure, SubsequentFailures,
ResetFailCountAfter, RunProgram, DependsOn,
LoadOrderGroup, ProcessID, and changes to
registry service keys.
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Quarterly
Wireless Access
Restrictions

AC-18(2)

CSPs must monitor for unauthorized wireless
connections.



Deep Security can partially meet this requirement to
control wireless boundaries by Deep Security Firewall
rules for wireless laptops.
With many laptops now capable of connecting to
both the wired and wireless networks, users need to
be aware of the problems that can result from this
scenario. The common problem is a "network bridge"
configured between the wired and wireless network.
There is a risk of forwarding the internal traffic
externally and potentially exposing internal hosts to
external attacks. Deep Security allows administrators
to configure a set of firewall rules for these types of
users to prevent them from creating a network
bridge.

Access Restrictions for
Change

CM-5(5)b

CSPs must review and reevaluate their information
system developer/integrator privileges quarterly.
Record the date of the review in the System Security
Plan.
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Deep Security supports compliance with this
requirement through the Deep Security audit
functionality and through the Integrity Monitoring
functionality which can assist in determining if a
modification has taken place to a critical object and
alert administrators to these configuration
modifications. Log Inspection can also assist with this
requirement.

Control Name
Least Functionality

Control ID

Description

CM-7(1)

CSPs must review the information system quarterly to
identify and eliminate unnecessary functions, ports,
protocols, and/or services. If ports, protocols, and/or
services are changed, Table 10-4 in the System
Security Plan should be updated at the time of
change. Changes should be made according to the
CSP change management process that is described in
the Configuration Management Plan.

Meets
Deliverable



Applicable Trend Micro Solutions
Deep Security supports Application Control rules that
can provide protection in regards to outbound traffic.
Rules can be defined to detect allowed protocols over
unexpected ports which may be an indication of
malware attempting to call home to a command and
control server. The products also have the ability to
detect and control unexpected protocol traffic on
servers – for example, you see FTP traffic originating
from an Exchange server.
The Recommendation Scanning function that exists
within Deep Security Manager also supports
compliance with this requirement, by allowing the
system to suggest and automatically assign security
configuration. The goal is to automate configuration of
hosts and assign the security required to protect that
host.

Vulnerability Scanning

RA-5a

CSPs must scan web applications and databases
quarterly. All scan reports should be sent to the ISSO.
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The Deep Security solution provides the ability to
update the information system vulnerabilities to be
scanned through the use of:
- Detecting intruder reconnaissance activities;
- Developing timely vulnerability rules that shield
newly discovered vulnerabilities;
- The Deep Security Relay which relays security
updates from the Trend Micro global ActiveUpdate
server to the Deep Security system.

Vulnerability Scanning

RA-5d

CSPs must mitigate all moderate-risk vulnerabilities
within 90 days and must send their ISSO artifacts
every 90 days to show evidence that outstanding
moderate-risk vulnerabilities have been mitigated.



In addition to the organization carrying out
vulnerability scanning at a pre-determined period the
Deep Security solution provides active updates and
new rules and filters that protect against newly
discovered vulnerabilities, the updates are
automatically delivered to host machines. These can
be implemented in a matter of hours without service
interruption.

Account Management

AC-2j

CSPs must perform an annual review and recertification of user accounts to verify if the account
holder requires continued access to the system.
Record the date of annual user re-certification in the
System Security Plan.



Deep Security solution satisfies this requirement
through the use of Role Based Access Controls, which
are audited in terms of the defined auditable events.
The user and group account management data that is
automatically audited as auditable events are:
- Access to System;
- Access to the Deep Security and System data;
- Reading of information from the audit records;
- Unsuccessful attempts to read information from the
audit records;
- All modifications to the audit configuration that
occur while the audit collection functions are
operating;
- All use of the authentication mechanism;
- All use of the user identification mechanism;
- All modifications in the behavior of the functions
of the Deep Security Security Functions;
- All modifications to the values of Deep Security
Security Functions data;
- Modifications to the group of users that are part of
a role
- Access to the System and access to Deep Security
and System data.
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Auditable Events

AU-2(3)

CSPs must review and update auditable events
annually. Changes to the auditable event list should
be recorded in the System Security Plan. CSPs should
record the date that the auditable event review
meeting takes place in the System Security Plan.
Meeting notes with information about who attended
the meeting should be archived.

Control Name

Control ID

Description

Baseline Configuration
and System Component
Inventory

CM-2(1)a

CSPs must review and update the baseline
configuration annually or during installations and
updates. Changes and updates to the baseline
configuration should be made in accordance with the
change control process described in the CSP’s
Configuration Management Plan.
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Deep Security supports this requirement as
demonstrated in the Common Criteria EAL 4
validation and documented in the Deep Security,
Security Target and the Audit Security Functional
Requirements.
Deep Security supports compliance with this
requirement through the defined audit events and
the ability to carry out specific queries against the
extensive audit records, simplifying the ability to
locate the information of interest. In addition, deep
packet inspection permits the capture of event data,
at the packet level, which can be analyzed for
additional audit data relating to the security event.

Meets
Deliverable



Applicable Trend Micro Solutions
The Deep Security solution supports compliance with
this requirement by the Integrity Monitoring and
Recommendation Scans functionality. Integrity
Monitoring ensures that critical security files are
monitored for changes as part of an automated
process to ensure accuracy and availability of these
files. The Recommendation Scanning engine is a
framework that exists within Deep Security Manager,
which allows the system to suggest and automatically
assign security configuration. The goal is to make
configuration of hosts easier and only assign security
required to protect that host, ultimately making it an
integrated part of the systems development release
cycle. All of these can be logically grouped and easily
managed through security profiles. This further
promotes seamless integration of security controls into
the systems development and release lifecycle.

IT Contingency Plan

CP-2d

CSPs must review and update the IT
Contingency Plan annually. Submit the new plan to
the ISSO at the time of annual Self- Attestation one
year from the Provisional Authorization date (and
each year thereafter).



Deep Security supports satisfying this requirement,
specifically in the virtual environment, through the
ability of Deep Security policies, rules, and filters,
which are linked with Virtual Machines as they are
moved to alternate processing/storage sites, this
ensures the security remains intact after the VM
move.

IT Contingency Plan
Testing & Exercises
(Moderate Systems)

CP-4a

CSPs must test and exercise the IT
Contingency Plan (for Moderate Systems) every year.
Insert a new IT Contingency Plan Test Report into
Appendix F of the IT Contingency Plan (which is
submitted annually).



Cloud Service Providers, who are contracted, as part
of the Service Agreement, to provide the contingency
and alternate site processing capability, are
supported by the Deep Security solution to ensure
the confidentiality and integrity of the client data
and physical and virtualized environment, during the
contingency operation and the transition of client
data to alternate sites.
Deep Security further supports compliance with this
requirement, specifically in a virtual environment,
through the ability of Deep Security to link policies,
rules, and filters with virtual machines as they are
moved to alternate processing sites, ensuring the
security remains intact after the VM move.

Information System
Backup

CP-9(1)

CSPs must test backups annually to verify integrity
and reliability. When the System Security Plan is
updated annually, this control description should
indicate when (date) the last test took place and who
performed the testing.

Page 14 | Trend Micro White Paper | Continuous Diagnostics and Mitigation Support



The Deep Security solution supports compliance with
this requirement through the Deep Security
Manager, which can make use of an Oracle or
Microsoft database. Standard Oracle or Microsoft
backup procedures can be implemented to ensure
the backup and recovery of Deep Security user and
system level information.

Control Name
Vulnerability Scan

Boundary Protection

Control ID
RA-5a

SC-7(4)e

Description
CSPs must have an accredited 3PAO scan operating
systems/infrastructure, web applications, and
databases annually. All scan reports must be sent to
the ISSO.

CSPs must remove traffic flow that is no longer
supported by a business/mission need. Changes and
updates to traffic flow should be made in
accordance with the change control process
described in the CSP’s Configuration Management
Plan.
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Meets
Deliverable



Applicable Trend Micro Solutions
The Deep Security solution supports compliance with
this requirement through the following vulnerability
scanning capabilities:
- The Deep Packet Inspection/Intrusion Detection
and Prevention vulnerability rules shield a known
vulnerability, such as those disclosed on Microsoft
Tuesday, from any number of exploits and exploit
variants.
- Trend Micro Deep Security includes protection for
applications and operating systems, including
database, web, email, and FTP servers running on
Windows, Solaris, or Linux. The vulnerability rules
shield newly discovered vulnerabilities and
automatically deliver corrective patches, often
within hours, which in turn can be pushed-out to
organizational servers and end-user systems within
minutes, without the need for disruptive system
restarts.



Finally, Deep Security makes use of Application
Control rules, which provide increased visibility into,
or control over, the applications that are accessing
the network. These rules are also used to identify
malicious software accessing the network.
Where a Service Provider is supplying a common
infrastructure, to be used by many different client
organizations, the implementation of Deep Security
within the Service Provider’s infrastructure will
provide the necessary communication controls and
boundaries required to address the security
requirements of the client organizations. The
boundary controls will be implemented through the
use of Deep Security host application firewall and
deep packet inspection functions. A default deny
policy can easily be implemented leveraging the
firewall capability within Deep Security. Reporting
on open ports/traffic can be accessed to compare
against pertinent mission traffic.

TREND MICRO™
Trend Micro Incorporated is a pioneer in secure content and threat management. Founded in 1988, Trend
Micro provides individuals and organizations of all sizes with award-winning security software, hardware
and services. With headquarters in Tokyo and operations in more than 30 countries, Trend Micro solutions
are sold through corporate and value-added resellers and service providers worldwide. For additional
information and evaluation copies of Trend Micro products and services, visit our Web site:
www.trendmicro.com.

TREND MICRO INC.
U.S. toll free: +1 800.228.5651
phone: +1 408.257.1500
fax:+1408.257.2003
www.trendmicro.com.

©2012 by Trend Micro Incorporated. All rights reserved. Trend Micro, the Trend Micro t-ball logo, OfficeScan, and Trend Micro Control Manager are trademarks or
registered trademarks of Trend Micro Incorporated. All other company and/or product names may be trademarks or registered trademarks of their owners. Information
contained in this document is subject to change without notice. [WP01_Continuous-Diagnostics-and-Mitigation_121016US]

Page 16 | Trend Micro White Paper | Continuous Diagnostics and Mitigation Support

