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Abstract: In April, Trend Micro announced additions and updates to its Complete User Protection solution and
changes to its licensing model that focus on improving its compatibility with cloud computing. Trend Micro’s strategy
aids partners in protecting their customers from unnecessary upselling or licensing confusion, while allowing
customers to combine on-premises security solutions with cloud-based security services. This strategy can put Trend
Micro at a competitive advantage moving forward, provided it educates the market aggressively as to the true extent
and benefits of its endpoint security portfolio.

Announcement Overview
Trend Micro announced that it would be updating its Complete User Protection solution and simplifying its product
licensing. The press release states, “As companies seek to transition to the cloud without compromising security or
performance, Trend Micro has developed enhancements to meet growing demands for greater protection against nextgen threats and flexibility for deployment, management and pricing.” Trend Micro went on to detail these changes,
addressing key areas that are of interest to both existing customers and prospective buyers alike:






Updates to existing technologies. Trend Micro updates include refreshers to endpoint protection (including
improved signature- and non-signature-based malware defense mechanisms), quarantine recovery (making
it easier to restore files in case of a false alarm), application controls (including whitelisting), and browser
exploit defense for devices running Windows (useful for protecting non-compliant endpoints, especially
practical for mobile device protection in organizations that do not have a reliable MDM solution in place).
The management dashboard was also redesigned to make it easier for administrators to find and investigate
anomalous activity in their environments. In a market that is generally thirsty for differentiators, offering
data visualization and an intuitive UI can be especially important; Trend Micro’s recognition of that fact
speaks to its understanding of customer needs.
New functionality. Trend added entirely new products, most notably the User Centric Threat Timeline. The
Timeline is a tool that gives administrators improved visualization of data based on user activity, historical
behavior, communication history, and more to aid IT administrators with incident investigation and
response across all user devices. Trend also introduced protection for all Office 365 deployments. While
Trend has offered e-mail security for some time, Office 365 e-mail protection simplifies the complicated task
of migrating to Microsoft’s cloud. Trend Micro is making the entire portfolio manageable from a central
location. Again, this demonstrates Trend Micro’s understanding of its customers’ needs: Many security
teams are overwhelmed and understaffed, so Trend Micro has responded by making it easier to manage
their environments.
New licensing model choices. Trend Micro announced that it no longer requires separate licensing for
individual tools, which means that customers are not held hostage to migrating one function/protection at a
time to the cloud as various licenses expire. Instead, customers have immediate access to on-premises or
cloud versions of all the tools they have purchased, and are charged purely on a per-user basis. The process
of license purchasing and renewal is now simplified, and IT purchasers should now have a much easier time
making decisions regarding their endpoint protection. Trend is offering just two options: Smart Protection
for Endpoints (containing antimalware, encryption, vulnerability protection, application control, data
backup, MDM, and 24/7 support), or Smart Protection Complete (containing all aforementioned endpoint
tools, with the addition of protection for e-mail gateways, e-mail servers, web gateways, SharePoint, and
instant messaging). Trend claims that both options are simple and scalable, and that the Endpoint option
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can be upgraded to the Complete option extremely easily by way of one license transaction. Additionally,
channel partners should have a much easier time selling Trend Micro products in these bundled packages
because they only need to educate customers on the pricing and functionality of two options as opposed to
a dozen or more individual licenses.

Trend Is Responding to a Market Transition
Trend Micro’s announcement covered a lot of ground, the scope of which is in response to profound changes around
endpoint security requirements. Customers are demanding simpler management of their environments and integrated
visibility into their security events both in and out of the cloud. Why are they making those demands? To deal with
dangerous malware. In fact, a 2013 ESG research survey indicated that 67% of security professionals believe the overall
malware landscape was either much worse or somewhat worse than it had been two years earlier.1
Aside from the increasingly dangerous threat landscape, ESG believes that:






Enterprises are actively seeking incident prevention options because they are a realistic and effective
strategy for avoiding compromises. Trend Micro has recognized that need and responded by adding a litany
of tools, application controls, port controls, URL filtering, full disk encryption, MDM, 24/7 support, and, of
course, antivirus, to the Trend portfolio. The harmonization that comes with a single-vendor bundle (as
opposed to a patchwork of separate tools) can help organizations reduce management requirements as well
as increase control and visibility over their environments.
Organizations are layering endpoint incident detection capabilities. To address the insidious threat
landscape, ESG research shows that 51% of enterprises plan to add new layers of endpoint security software
to protect against zero-day/polymorphic malware, 49% will collect and analyze more security data, and 44%
plan to automate more security operations tasks.2 These layers include malware sandboxing, advanced
malware detection tools, browser sandboxing, heuristics/behavioral analysis tools, and threat intelligence, in
addition to whichever incident prevention techniques organizations currently employ. Trend is jumping into
all of these areas on the heels of this announcement.
Implementing manageable forensics tools can be a challenge. The most sophisticated security analytics are
used to capture and utilize endpoint activity data when responding to an incident; however, many of these
tools lack the data visualization and simple UI functions to be truly useful. Organizations are seeking forensic
tools that are effective, manageable, and that integrate seamlessly into their environments in order to glean
the most from the potentially massive amounts of endpoint activity data at their disposal. Trend is
responding to this requirement.

Although a plethora of tools are available to address these requirements, customers face a complicated maze of pricing
models and false technology claims through which they must navigate before making a purchase. Finding, testing, and
integrating disparate endpoint security tools can be cumbersome and confusing.

1
2

Source: ESG Research Report, Advanced Malware Detection and Protection Trends, September 2013.
Source: Ibid.
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Figure 1. Host-based Security Software Sentiment

Please provide a response as to whether you agree or disagree with each of the following
statements about host-based (i.e., PC endpoint, Windows/Linux server, etc.) security
software. (Percent of respondents, N=315)
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Source: Enterprise Strategy Group, 2014.

The Bigger Truth
Trend Micro may have found a way to set itself apart from the rest of the AV market with its comprehensive suite and
simplified licensing. As shown in Figure 1, IT professionals do not currently exhibit an abundance of faith in host-based
security software; for these reasons, Trend has taken the initiative to launch an offensive strategy aimed at responding
to end-user needs (i.e., more effective defense against zero-day attacks, the inclusion of cloud-based threat intelligence,
demonstrably higher efficacy rates than free alternatives, etc.).3 However, Trend should take other actions in parallel in
order to turn its current advantage into increased market share and sales. These include:


3

Invest in marketing. Too many customers and prospects still consider Trend Micro to only be an AV vendor.
Trend needs to market itself aggressively as a defense-in-depth solution that incorporates AV as a part of a
broader collection of tools. There is admittedly a risk of self-inflicted damage in this case: Trend does the
bulk of its business in the AV space, and undermining the value of AV as a standalone solution could be
viewed as counterintuitive; however, the likely long-term rewards that can come from expanding Trend’s
brand beyond AV far outweigh the risks here.

Source: Ibid.
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Educate customers. It is important to educate prospective customers on the ways Trend Micro is better
than the competition, but it is equally important to make sure that existing customers are maximizing their
use of the Trend Micro product line. If customers are only using a limited range of the tools that they are
paying for, they will likely be dissatisfied with the overall Trend customer experience. Trend must articulate
its real differentiation to make sure that each customer is using its endpoint security products to their fullest
extent.
Get even more aggressive in the channel. Trend Micro has recently announced changes to its channel
program, which is a move that ESG data supports. Figure 2 shows how enterprises are seeking to reduce
their IT expenditures in 2014.4 Several of the measures can be addressed through the channel, which is why
Trend Micro should become aggressive on that front. Trend Micro’s licensing program in particular gives it a
(possibly temporary) advantage right now: Winning over channel partners and leveraging channel
relationships can be key to Trend Micro’s strategy moving forward, and there are creative ways to approach
the challenge of bringing channel partners into the fold: ESG believes that a swap-out program, channel
training, support programs, and other incentives may be especially helpful for distributors. With the channel
onboard, Trend could push programs to gain market share.

Figure 2. IT Cost Reduction/Containment Strategies
Which of the following measures – if any – is your organization taking to reduce or
otherwise contain IT expenditures? (Percent of respondents, N=562, multiple responses
accepted)
Purchase new technologies with improved ROI

36%

Renegotiate contracts

36%

Increase use of cloud computing services as alternative to
in-house applications and/or infrastructure

31%

Freeze hiring

29%

Postpone projects

29%

Increase IT outsourcing

28%

Reduce number of vendors we work with

20%

Reduce headcount

18%

Cancel projects

17%

None of the above

11%
0%

5%

10%

15%

20%

25%

30%

35%

40%

Source: Enterprise Strategy Group, 2014.

4

Source: ESG Research Report, 2014 IT Spending Intentions Survey, February 2014.
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Trend Micro should also be aware that if the simplified licensing model works, then other vendors will quickly follow
Trend’s lead. It is important for Trend Micro to push hard before the competition can react. To that end, the devil will be
in the details: Do Trend products integrate easily with third-party tools? Does it have any partnerships that help form a
complete security architecture that encompasses detection and response and aligns with Trend’s prevention
technology? Are its service offerings reliable? Can it help customers utilize the entirety of the suite? Providing answers
to these questions can help set Trend Micro apart and make it an obvious choice in the AV as well as in the broader
endpoint security market.

All trademark names are property of their respective companies. Information contained in this publication has been obtained by sources The Enterprise Strategy
Group (ESG) considers to be reliable but is not warranted by ESG. This publication may contain opinions of ESG, which are subject to change from time to time. This
publication is copyrighted by The Enterprise Strategy Group, Inc. Any reproduction or redistribution of this publication, in whole or in part, whether in hard-copy
format, electronically, or otherwise to persons not authorized to receive it, without the express consent of The Enterprise Strategy Group, Inc., is in violation of
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