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Countries Most Affected by Targeted Attacks, 2013
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Targeted attackers did not discriminate among countries in 2013. Countries in Asia, particularly Japan and 
Taiwan, were, however, hit the hardest.
Note: This chart shows our findings on the targeted attacks we monitored throughout 2013.

File Types Used as Spear-Phishing Email Attachments for  
Targeted Attacks, 2013
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.RTF files were most used in targeted attacks, closely followed by .PKZIP files. This could be attributed to the fact 
that .RTF files allowed for multiplatform exchange of documentation and that most security software don’t scan 
compressed files like those with the .PKZIP extension name.
Note: This chart shows our findings on the targeted attacks we monitored throughout 2013.
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Throughout 2013, we saw varied targeted 
attack campaigns, each with a unique 
technique. The Safe campaign, for instance, 
used spear-phishing emails to exploit the 
Microsoft Office vulnerability, CVE-2012-
0158.32 Attackers used nearly 12,000 unique 
IP addresses spread across more than 
100 countries that were connected to only 
two sets of  command-and-control (C&C) 

infrastructure. The EvilGrab campaign, 
meanwhile, showcased attackers’ ability to 
adapt to their targets, as they mostly targeted 
organizations in the Asia-Pacific region. 
Their routines were also customized, as 
when they went after Tencent QQ data.33 
Additional research showed that 89% of  
EvilGrab’s activity targeted government 
organizations.34

Data Breaches Grew in 
Number
Data breaches were also fairly common in 
2013, as several high-profile targets were 
revealed. Evernote, for instance, suffered 
a breach last March, which prompted it to 
reset the passwords of  its 50 million users.35 
Around the same number of  users were 

victimized by the LivingSocial breach later 
in May.36 In addition, the Identity Theft 
Resource Center (ITRC) reported that the 
health care industry suffered a total of  267 
data breaches, which accounted for the loss 
of  more than 4 million records.37

Data Breach Incidents with the Highest Number of Stolen Records, 2013

Adobe suffered most from data breaches though 2013 showed that no company, regardless of size, is safe from 
cyber attacks.
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Cyber Attacks Affected
Real-World Operations
Earlier last March, the MBR Wiper attack 
strongly hit South Korea and paralyzed 
several major banking and media companies, 
which left many of  the country’s citizens 
unable to withdraw money from ATMs 
and news broadcasting crews cut off  from 
their resources.38 Another destructive attack 

against South Korea occurred on June 25, 
which raised the country’s cybersecurity 
alarm from level 1 to 3, as this affected 
different government and news sites.39 These 
examples showed how a digital attack could 
have destructive real-world implications.



TREND MICRO | TrendLabs 2013 Annual  Security Roundup

18 | Exploits and Vulnerabilities 

Exploits and Vulnerabilities

Java exploits highlighted the known 
problem of using old, unsupported 
software versions.
The Problem with Being 
Unpatchable
Attackers didn’t need to seek out new 
vulnerabilities in 2013, as some computers 
either remained unpatched or ran software 
versions that were no longer supported. We 
saw this most when attackers continuously 
targeted Java 6, which 76% of  organizations 
still ran, even after Oracle withdrew support 
for the software. It didn’t help that Java 
vulnerabilities accounted for 91% of  the 
total number of  Web-based attacks in 2013.40

Attackers also exploited other low-hanging 
fruits apart from Java. Windows XP was 
among the affected OSs, as evidenced by 45 
Microsoft security bulletins released between 
July 2012 and July 2013.41 And because 
Microsoft will no longer support Windows 
XP security-wise starting this April, around 
30% of  the world’s PCs, which currently run 
the OS, will become even more vulnerable 
to attacks.42 This will also pose a serious 
problem for banks, as more than 95% of  
ATMs in the United States still run Windows 
XP.43

Windows XP User Base Decline, 2013

The Windows XP share of the Microsoft OS pie steadily declined throughout 2013, most likely due to the looming 
end of support for the software this coming April. The end of support means users should become more vigilant 
against threats, especially exploits for unpatched or unpatchable vulnerabilities. They should, in fact, consider 
upgrading their OS or at least using security software.
Source: NetMarketshare.com
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Last February, Adobe® Flash® and Adobe 
Reader® were also hit by spam attacks 
bearing malicious .SWF and .PDF file 
attachments.44, 45

Server-side vulnerabilities like that on 
Ruby on Rails™ seen last May also allowed 
attackers to turn affected servers into 
malicious Internet Relay Chat (IRC) bots.46 
The Plesk zero-day exploit spotted last June 
also allowed attackers to gain control over 
Web servers. The theft of  the source code 
of  Web application development platform, 
ColdFusion, last October further gave 
cybercriminals an upper hand with regard 
to getting past secure IT operations. These 
incidents brought to light how important 
maintaining secure Web servers and patching 
computers were, especially in an enterprise 
setting.47

Windows had its fair share of  2013 exploit 
attacks. CVE-2013-5065, which was seen last 
November, for instance, allowed attackers 
to gain complete control of  affected 
computers via elevated access privileges. The 
same vulnerability was also exploited via a 
malicious .PDF file to deliver a backdoor to 
affected computers as part of  targeted attack 
campaigns.48 This vulnerability, however, has 
since been patched.

2013 also showed that old but reliable 
exploits still worked because users either 
refused or failed to patch or upgrade their 
software for various reasons. This behavior 
made it easy for attackers to do their jobs 
in 2013; users in 2014 will surely suffer the 
same fate if  this practice lives on.
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“Retired” software or those that no longer received support from their vendors were ripe exploit targets in 2013, 
as users of Plesk software older than Parallels Plesk Panel 9.5 and Java 6 learned. We were, however, able to 
issue Deep Security rules for Microsoft Windows and Internet Explorer exploits even before patches for these 
were released.



TREND MICRO | TrendLabs 2013 Annual  Security Roundup

20 | Exploits and Vulnerabilities 

CVE Vulnerability Severity Ratings, 2013

Based on ratings set in CVEdetails.com, 62% of the vulnerabilities disclosed in 2013 were of “medium” (4.0–6.9) 
severity while almost 30% were of “high” (7.0–10.0) severity. The numbers closely compare with those cited in 
2012. This means that users should remain vigilant when it comes to updating their software, upgrading to the 
latest versions, and, in cases of unpatched vulnerabilities, using security software.
Source: CVEdetails.com

Most Exploited Java Browser-Based Vulnerabilities

This chart shows the most exploited Java 6 and 7 browser-based vulnerabilities in 2013 according to our Browser 
Exploit Prevention System data. The data show that cybercriminals exploited almost an equal number of new and 
year-old vulnerabilities.
Note: The numbers were based only on a month’s worth of exploit attempts or attacks against certain Java 
vulnerabilities we monitored in 2013.
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Digital Life Security Issues

Although digital life and privacy threats, 
especially concerning social media, “personal 
cloud,” and online account use, remained 
constant, the discovery and eventual ebb of 
state-sponsored monitoring into mainstream 
awareness may pose further risks to user data.
Social Engineering + Social 
Media = Business as Usual
“Old” and income-generating cybercriminal 
tricks remained a major concern among 
users when it came to keeping personal 
information safe. But the emergence of  
news surrounding the amount of  data the 
National Security Agency (NSA) gathered 
added another layer of  concern for those 
unaware of  how their information was 
gathered and used.49 Despite recent events, 
however, 2013 was “business as usual” for 
cybercriminals who used social media as 
“standard” means to deliver threats.

As in years past, social engineering remained 
the most effective cybercriminal tool to 
get victims to either click a malicious link 
or download malware, and inadvertently 
disclose sensitive data. In 2013, the launch 
of  much-awaited gadgets like the PlayStation 
4® and Xbox® One, widely celebrated 
occasions like Halloween, and natural 
disasters like Typhoon Haiyan proved top 
social engineering lures.

Top Social Engineering Lures, 2013

As usual, cybercriminals used the most-talked-about issues, events, movies, gadgets, and natural disasters to lure 
as many victims as possible to their specially crafted traps.
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Various social media platforms continued to 
be littered with threats. We saw an endless 
slew of  Facebook scams; even its messaging 
app was not spared.50, 51, 52, 53 We also found 
malicious Twitter accounts that offered a 
variety of  hacking tools last October, after 
the site went through a major account hack 
earlier in April.54, 55

Pinterest did not suffer major attacks apart 
from one case wherein a Blackhole Exploit 
Kit spam run used its name. Fraudsters 

began spreading fake online video streaming 
sites on Tumblr last year.56, 57 The 2013 social 
media threat spotlight shone most brightly 
on Instagram though, as the number of  fake 
accounts and “free-follower” scams on the 
site continuously rose throughout the year.58, 

59

Amid the social media buzz, phishing still 
proved a lucrative means to earn a living for 
the bad guys, as those who lost their Apple 
IDs could attest to.60

Users should realize that revealing too much 
information on sites can make their personal 
information ripe for cybercriminal picking. 
Data remained valuable commodities in 
the cybercriminal underground; the bad 
guys even had their own business model.61 
“Fullz” or a collection of  crucial information 
beyond names, addresses, and credit card 
numbers typically stolen from unsuspecting 

users continued to be sold in underground 
forums.

Threats to our digital lives, the recent 
revelations about government spying on 
private citizens, and the ongoing public 
distrust beg the question, “Is privacy in 
today’s digital age really dead?”

Apple-Related Phishing Page Volume Growth, 2013

We noted an increase in the number of phishing sites targeting Apple IDs in 2013. Some attacks asked not only 
for victims’ Apple IDs but also for their billing addresses and other personal and financial information.
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Quarterly Online Banking Malware Detections by Country, 2013

1Q

COUNTRY SHARE

USA 33%

Brazil 10%

Australia 5%

Taiwan 5%

Canada 4%

Japan 3%

India 3%

France 3%

Philippines 3%

Germany 2%

OTHERS 29%

2Q

COUNTRY SHARE

USA 28%

Brazil 22%

Australia 5%

France 5%

Japan 4%

Taiwan 4%

Vietnam 3%

India 2%

Germany 2%

Canada 2%

OTHERS 23%

3Q

COUNTRY SHARE

USA 23%

Brazil 16%

Japan 12%

India 6%

Australia 3%

France 3%

Germany 2%

Vietnam 2%

Taiwan 2%

Mexico 2%

OTHERS 29%

4Q

COUNTRY SHARE

USA 22%

Japan 19%

Brazil 12%

Taiwan 6%

France 5%

Germany 3%

India 3%

Canada 2%

Australia 2%

Italy 2%

OTHERS 24%

The number of ZBOT infections in Japan rose in the last two quarters of 2013, which suggested a rise in 
cybercriminal activity either in Japan or targeting Japanese users who weren’t considered a big online banking 
malware target in previous years.
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Countries with the Highest Number of Botnet C&C Servers, 2013

1Q

COUNTRY SHARE

USA 36%

Australia 11%

South Korea 6%

China 6%

Germany 3%

United Kingdom 3%

Brazil 2%

Italy 2%

Taiwan 2%

Chile 2%

OTHERS 27%

2Q

COUNTRY SHARE

USA 24%

Australia 5%

South Korea 3%

China 3%

Germany 3%

Taiwan 2%

France 2%

United Kingdom 2%

Brazil 1%

Canada 1%

OTHERS 54%

3Q

COUNTRY SHARE

USA 14%

Ukraine 7%

Russia 3%

Germany 3%

China 2%

Taiwan 2%

Australia 2%

South Korea 2%

United Kingdom 2%

Netherlands 1%

OTHERS 62%

4Q

COUNTRY SHARE

United Kingdom 17%

USA 15%

Ukraine 4%

Germany 3%

Netherlands 3%

Russia 3%

China 2%

Australia 1%

South Korea 1%

India 1%

OTHERS 50%

While the United States topped the banking victims’ list in most of 2013, our data show that online banking 
malware infections are spreading worldwide. As in the third quarter of 2013, infections have been moving away 
the usual targets, the Americas, to Europe.
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Top Spam Languages, 2013

English
Chinese
Japanese
German
Russian
Portuguese
Spanish
Icelandic
Italian
French
Others

87.14%
2.36%
1.84%
1.48%
1.20%
0.28%
0.21%
0.12%
0.10%
0.10%
5.17%

English remained spammers’ most preferred language because it is most used worldwide.

Top Spam-Sending Countries, 2013

USA
Spain
India
Argentina
Italy
Taiwan
Colombia
China
Peru
Mexico
Others

10%
6%
6%
5%
5%
4%
4%
4%
4%
3%

49%

Consistent with the top spamming language, the United States sent out the most spam. Latin American countries 
like Argentina, Spain, Colombia, Mexico, and Peru remained part of the top 10.
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Top Malicious Domains Blocked, 2013

DOMAIN BLOCKED REASON FOR BLOCKING

trafficconverter . biz Has a record for hosting and distributing worms

ads . alpha00001 . com Is a malicious browser hijacker that affects Mozilla Firefox, Chrome, 
Internet Explorer, and other PC browsers; redirects victims to fake sites 
by modifying default browser, Domain Name System (DNS), and HOSTS 
file settings

ody . cc Has links to suspicious scripts and sites that host BKDR_HPGN.B-CN

adsgangsta . com Has ties to malware attacks

pu . plugrush . com Has ties to the Blackhole Exploit Kit spam campaigns

promos . fling . com Downloads malware

ws - cloud . snap . do Is known for involvement in malicious activities

embed . redtube . com Is known for involvement in malicious activities

trafficholder . com Has ties to child exploitation sites

indirs - locmocz . ws Is known for involvement in malicious activities

Most of the domains we blocked user access to had ties to malicious activities, which included serving malware.

Malicious URL Country Sources, 
2013

Countries That Accessed 
Malicious URLs Most, 2013

COUNTRY SHARE

USA 24%

Netherlands 4%

Germany 3%

China 3%

Japan 3%

South Korea 2%

France 2%

Russia 2%

United Kingdom 1%

Canada 1%

OTHERS 55%

COUNTRY SHARE

USA 29%

Japan 15%

China 7%

India 5%

Taiwan 5%

South Korea 4%

Russia 3%

Australia 3%

Germany 3%

Italy 2%

OTHERS 24%

A significant share of the malicious URLs we 
blocked access to were hosted in the United 
States.

Most of the users that accessed malicious URLs 
were from the United States.
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Countries with the Highest Malicious Android App Volumes, 2013

Belarus topped the list of countries with the highest malicious Android app volume. This could be due in part to 
the smartphone penetration growth in the country.62

Note: The ranking was based on the percentage of apps categorized as “malicious” over the total number of apps 
scanned per country. The ranking was, however, limited to countries with at least 10,000 scans.

Countries Most at Risk of Privacy Exposure Due to App Use, 2013
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Uganda topped the list of countries most at risk of privacy exposure. It consistently made the list in most of 2013.
Note: The ranking was based on the percentage of apps categorized as “privacy risk inducers” over the total 
number of apps scanned per country. The ranking was, however, limited to countries with at least 10,000 scans.
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