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ZEUS INFECTION CHAIN

The following figure shows how a typical ZeuS infection takes place.

Figure 11. Typical ZeuS infection diagram
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ZEUS-BREDOLAB CONNECTIONS

According to our research, BREDOLAB and ZeuS are individual tools that are freely 
available in the cybercriminal underground. Their uses complement each other, which is 
why we very often see them together.

ZeuS specializes in stealing information from infected systems. BREDOLAB, on the 
other hand, is a software that enables cybercriminal organizations to deliver any kind of 
software to its victims. Once a user’s machine is infected by BREDOLAB, it will receive 
regular malware updates the same way it receives software updates from the user’s 
security vendor.

This delivery method has proven to be very convenient for cybercriminals. As such, they 
usually create a BREDOLAB botnet that updates each ZeuS-infected machine with the 
latest information stealer. In other words, these infections go hand in hand.

Furthermore, BREDOLAB infections use a second payload that accompanies ZeuS—
FAKEAV. Since spreading FAKEAV increases cybercriminals’ chances of getting big 
payouts, they often include this scamming software in their BREDOLAB update packages.

The key fact to keep in mind is that even though their makers may not be connected, 
the botnet controllers use all of these blackhat tools in conjunction with one another to 
maximize profits. FAKEAV acts as a con man posing as a policeman, ZeuS acts as a spy 
that will allow the con man to use the stolen data for identity theft, and BREDOLAB acts 
as the driver that brought them to and took them away from your home.

A recent sample ZeuS-BREDOLAB campaign was the massive spam run in 2009 that 
featured email messages that spoofed UPS or FedEx. The email messages purported 
to come from legitimate couriers and notified potential victims of new packages coming 
their way and convincing them to open the attached invoice. Opening the fake invoice, of 
course, executes a BREDOLAB variant that infects victims’ systems. This then proceeds 
to the installation of both ZeuS and FAKEAV variants at once and is a typical example of 
a multipronged attack that a botnet creator will try to pull off.

ZeuS specializes 
in stealing 
information from 
infected systems 
while BREDOLAB 
is a software 
that enables 
cybercriminal 
organizations to 
deliver any kind 
of software to its 
victims.
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Figure 12. Sample spam from a ZeuS-BREDOLAB-related UPS campaign
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LATEST DEVELOPMENTS

For the greater part of last year, ZeuS variants were also distributed via the Avalanche 
botnet, which sent spammed messages en masse. The spam runs imitated several 
popular Web 2.0 brands like Facebook and MySpace. The cybercriminals behind 
the operations even tried to copy email messages and websites of U.S. government 
institutions like the Federal Deposit Insurance Corporation (FDIC), the Centers for 
Disease Control and Prevention (CDC), the Social Security Administration (SSA), and 
the Internal Revenue Service (IRS).

Of course, the links embedded within the spammed messages point to websites that 
push the ZeuS binary.

Figure 13. ZeuS-related Facebook spam

Figure 14. Bogus Facebook Web page pushing ZeuS via the Avalanche botnet

The Avalanche fast-
flux botnet sent 
spammed messages 
linked to various 
ZeuS variants en 
masse.

http://blog.trendmicro.com/fdic-spam-points-to-info-stealer/
http://blog.trendmicro.com/social-engineering-watch-another-irs-scam/
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A significant feature that was recently added to the current ZeuS versions is the “Jabber” 
functionality. Jabber is an open source instant messaging protocol, popularly used by 
Google Talk. This Jabber-equipped ZeuS version dubbed “JabberZeuS.”

JabberZeus is a particular ZeuS variant wherein the credentials stolen during a banking 
session are relayed in real-time to the ZeuS botmaster via instant messages so he/she can 
immediately log in to the same account undetected using the same credentials (including 
any multifactor authentication credential) as the victim. This allows cybercriminals to 
defeat multifactor authentication schemes by replaying them in real-time and to obtain  
access to online bank accounts so they can wire money to pre-arranged money mule 
accounts.

Meanwhile, SpyEye v1.0.2, a new bot that will, some industry experts say, overtake 
ZeuS in the future emerged. It has even come to the point where it has been labeled a 
“ZeuS killer” since SpyEye knows how to hijack ZeuS logs from infected nodes.

JabberZeuS is 
a ZeuS variant 
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credentials as the 
victim.
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WHO IS BEHIND ZEUS?

The ZeuS Cybercriminal Underground: Eastern European 
Organized Crime

The ZeuS crimeware kit is only a part of the equation. There is an entire organized 
cybercriminal organization that thrives from this methodology.

In fact, the top bulletproof-hosted ZeuS domains reside in Russia and the Ukraine, as 
indicated in the figure from the ZeuS Tracker website below.

Figure 15. Top bulletproof-hosted ZeuS domains

Note that the data in the figure above only accounts for standalone ZeuS hosts and does 
not include compromised consumer residential broadband clients that are part of the 
Avalanche fast-flux network that hosts ZeuS Trojans.

Some security experts also believe that the sites located in the China are actually 
compromised hosts controlled by cybercriminals based in Russia, the Ukraine, or both.

ZeuS has become the most popular crimeware kit in the criminal underground for 
wholesale monetary theft. In fact, the sophistication cybercriminal operations use can 
be seen in their ability to also recruit money mules to move their stolen money around 
through bogus work-from-home scams. The cybercriminals know that given the current 
economic situation in the United States—with millions of people out of work—they will 
have a high success rate in recruiting unwitting accomplices.

Unwitting work-from-home recruits are instructed to provide bank account information, 
which the cybercriminals use to access compromised online bank accounts and to wire 
money amounting to less than US$10,000 to money mules, indicating that they are fully 
aware of banking alert limits. The money mules then wire the money back to Eastern 
Europe via Western Union or MoneyGram.

ZeuS has become 
the most popular 
crimeware kit 
in the criminal 
underground for 
wholesale monetary 
theft.

https://zeustracker.abuse.ch/statistic.php
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Figure 16. Some other autonomous system numbers (ASNs) seen in relation to 
ZeuS campaigns

Other ZeuS Underground Tidbits

Crypting and QA Business

Crypting service providers can be seen in the Russian underground that offer ZeuS 
binary crypting services using private and customized cryptors. The same people also 
offer services that can check the binaries and can evaluate the domain names ZeuS 
uses as command and control (C&C) servers. CryptService.net, for instance, offers ZeuS 
perpetrators to check the domain names and binaries on a daily basis.

To use it, one only has to register for the service, upload the binaries, and inform the 
provider what domain names he/she uses. In case the domain names and binaries are 
already blacklisted, the service provider immediately sends him/her a notification. This 
service not only checks via its own multi-antivirus scanning service but also via ZeuS 
Tracker, among other blacklisting services.

Crypting service 
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Partnerka Distribution

Some pay-per-install (PPI) partnerka also offer ZeuS binary installers. Nowadays, PPI 
partnerka that are taking ZeuS binaries for installation are not really happy due to the 
good antivirus detection rate. The last PPI partnerka that we saw drop ZeuS services 
include:

•	 Jincash.ru

•	 Admitad.com

Current ZeuS Prices

•	 ZeuS injects configuration files filtered by country: 10 WMZ per country

•	 ZeuS balance grabbers: 5 WMZ or higher

•	 ZeuS manual crypting service: 5 WMZ or higher

•	 ZeuS plus pinch crypting service: 10 WMZ

•	 ZeuS log parser: 12 WMZ

ZeuS Log Reselling

We have also seen service providers buy, resell, and parse ZeuS log files to obtain 
access to users’ credentials for social networks, mail services, and the like. Some of the 
logs are even shared with other members the underground community. Log reselling 
services can cost up to US$0.5 for every 1MB–1GB worth of ZeuS file logs that contain 
stolen data.

The following list the current 
ZeuS-related service prices:
•	 10 WMZ per country for inject-

ing configuration files filtered by 
country

•	 5+ WMZ for ZeuS balance grab-
bers

•	 5+ WMZ for manual crypting 
services

•	 10 WMZ for ZeuS plus pinch 
crypting services

•	 12 WMZ for ZeuS log parsers
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FINANCIAL LOSSES

In a series of investigative reports, Brian Krebs, formerly of the Washington Post, 
documented several incidents involving money stolen from the online accounts of small 
and medium-sized businesses (SMBs) in the United States. These incidents involved 
ZeuS as the malware that enabled the cybercriminals to hijack victims’ bank accounts.

Figure 17. News of an SMB going bankrupt due to an e-banking loss

Hundreds of thousands of dollars are stolen from businesses by cybercriminals who 
control affected businesses’ machines. These result in real monetary losses and they all 
start with a ZeuS infection.

Figure 18. News of an entire county losing millions to cybercriminals

http://www.krebsonsecurity.com/
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TREND MICRO SOLUTIONS AND RECOMMENDATIONS

For enterprise organizations, Trend Micro Web and email gateway security solutions 
use the power of the Smart Protection Network™ to prevent ZeuS and other infections 
by blocking access to known infected websites and malicious links. Trend Micro also 
provides a client-server solution called OfficeScan™ that protects desktops, laptops, 
servers, storage appliances, and smart phones—on and off the network—with a blend 
of world-class anti-malware and in-the-cloud protection from the Smart Protection 
Network™. The file reputation service frees endpoint resources by moving pattern files 
into the cloud. The Web reputation service blocks access to malicious websites. Intrusion 
Defense Firewall (IDF), an OfficeScan™ plug-in, is also available to shield users from 
vulnerabilities in OSs and common client applications, delivering true zero-day protection 
from known and unknown threats.

Furthermore, Trend Micro Threat Management Services also provide enterprises 
with network security overwatch services that act as an additional security layer that 
strengthens an organization’s existing security infrastructure against stealthy malware 
threats that have evaded detection. Threat Management Services uncover these threats 
and provide proactive early warning, containment, and remediation services.

For small businesses, Trend Micro Worry-Free Business Security protects computers, 
laptops, and servers from viruses, spyware, spam, and other Web threats. It is integrated 
with the Smart Protection Network™ and prevents infections from USB devices, secures 
Wi-Fi connections, and includes URL filtering to block risky websites. The advanced 
version includes hosted email security for extra spam protection.

Trend Micro™ Hosted Email Security is implemented and maintained in a vendor’s 
datacenter and accessed by the customer over the Web. This means that Trend 
Micro, rather than its customers, incurs the burden of maintaining and scaling security 
infrastructure as the threat volume increases over time. Because it is also powered by 
the Smart Protection Network™, customers receive up-to-the-minute protection with 
no maintenance required by IT staff. In addition, while traditional on-premise security 
products typically require additional hardware investments to keep up with the growing 
threat volume, Trend Micro’s hosted security products provide unlimited protection 
capacity for one fixed price per user.

Home users can also stay secure with Trend Micro Internet Security, which provides easy-
to-use security for your home. It protects users and their families against cybercriminals 
and inappropriate content without slowing down their computers.

http://us.trendmicro.com/us/trendwatch/core-technologies/smart-protection-network/
http://us.trendmicro.com/us/products/enterprise/officescan/
http://us.trendmicro.com/us/products/enterprise/officescan/intrusion-defense-firewall-plugin/
http://us.trendmicro.com/us/products/enterprise/officescan/intrusion-defense-firewall-plugin/
http://us.trendmicro.com/us/solutions/enterprise/security-solutions/threat-management/
http://us.trendmicro.com/us/products/sb/worry-free-business-security/
http://us.trendmicro.com/us/solutions/hosted-security/hosted-email-security/
http://us.trendmicro.com/us/products/personal/internet-security/
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CONCLUSION

As mentioned earlier in this paper, ZeuS has been entrenched in the cybercriminal 
business for a long time now and has continuously evolved and improved. Given the 
vast number of toolkit versions readily available in the underground, the features ZeuS 
possesses to thwart both antivirus and other security solutions, as well as efforts by 
the security industry, ZeuS will continue to be used by cybercriminals to steal personal 
information and even people’s identities.

ZeuS, moving forward, has, is, and will still be one of the most notorious security threats 
to Internet users and will continue to effect hazards, especially with regard to users’ 
online financial dealings.

Trend Micro will continue to fight back. In the past six months alone, we have prevented 
around 9 million ZeuS infections. However, the battle against ZeuS is not yet over.

www.trendmicro.com
www.trendmicro.com

